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synonyx—-A-90 login: syn-admin

Password:

You are required to change your password immediately (administrator enforced)
Changing password for syn-admin.

Current password:
New password:
Retype new password:
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C:\Users\User>ssh syn-admin@10.0.15.21

syn—-admin@10.0.15.21's password:

'$,&A(*$& )& /'$10($0(&%1= :4(, $ G). [+14& .1%(*+0-$ *(  *$F 1)&4$= I'$ *(1%'+>-&

Mar2. 0&1%$ /(+4B .A&%*+> :(/$1$ 7 ;

C:\Users\User>ssh syn-admin@10.0.15.21
syn-admin@10.06.15.21's password:
Last login: Sat Aug 10 ©8:53:57 2024 from 172.16.130.146

Welcome to SynShell syn-admin!

Current Time: Sat Aug 10 ©09:02:49 UTC 2024
Board type: A

Application Version: 1.5.29

Uptime 2 days, 17:25, load average: 0.60, 0.56, 0.49

License: Valid till Forever, Filetransfer (no limit conn,no limit client(s)), Transport (256 slot(s),
include 256 diode slot(s)), Icap_check (1 conn)

Network: Lan 10.6.15.11/16, Management 10.0.15.21/16

Integrity: Ok, Storage: Ok

Syn0S-A>




+14& .1/&T*+> (0%+'$:(5$$ /+4B:+0(%&42 +%+?'(:$% B*D+',(5$= +f
)(%& $ 0'&,8*$ /'&)<).E&> (0%+'$:(5$$ /+4B:+0(%&4=p
'$0&%1%0$&p
)(%( $ 0'&,= %&-.E&> (0%+'$:(5$$p
%S/ 14(%<9 *( -+%+'+> ['+$:0&)&*( (0%+'$:(53=7:&4 9 $4$G)'+ :p
0&'1%=  $*+*$-1'p
$*D+',(5%= + /&'$+)& ?2&:+%-(*+> '(?+%< $ 1'&)*&>: (6'.:-& !'p
10(,8&%'< %&-.E&> 4$5&*:$$ *( /'S, &*&*$&  $*+*$ 1" -(%-+p
1&%&0<& /('(,8&%'< $*%&'D&>1+0 &%B"$ /'(04&*$&D
'&:.4B% (%< -+*%'+4= 5&4+1%*+1%$ $+*$-1" $ +?2&,( 10+?2+)*+> /(,=%$
4+-(4B*+6+ F'(*$4SE( ) (**<F
+4B:+0(%&42 2.).% )+1%./*< 0+, +@*+1%$ -+*1+4$ NOPRSS 0 1++%08%1%0$$ 1 '+48&
+)&4B2 )+1%./(9 /'$0&)&**+> 0 %(?4$5&

'$,&A(*$& &4 0 -+*1+4%3 NOPNQRSS +72+*(A(&%1%#-G#% 9 :&4 $G)+-(- # $#& $
#$#'( 1++%08&%1%08&**+

- 19 67 #

4=)+1%./( - -+*1+4$ 9 /'+$:081%$ (0%+'$:(5$2 0 14&).2E&, /+'=)-&f
Mar1.  '+$:081%$ OF+) 0 -+*1+4B NOPNQRSS /+) .A&%*+:BY$

Ilar 2. &'&>%%$ 0 -+*1+4B  /+) .A&%*+> :(/$1B2 1 /++EB2 -+,(*)<
$ 00+)(/(+4=
Mlar3. '$*&+?2F+)$,+1%$9 /+4.A$%B /'(0( .A&Ye*+> :(/$1$ 1/&'[+4B:+0(%&4= 1
[+,+EB2 -+,(*)< ' $00+)(/('+4=

Syn0S-A> super
Password:
:~$ sudo -i

[sudo] password for syn-super:
root@synonyx-A-90:~# "C

'$,&A(*$ =1
(**<> [+'2)+-)&>1%0.&% -(- )4=)+1%./( *&/+1'&)1% 0&**+ - 19 *( -+%+'+, .1%(*+04&*+ 1:)&45&9 % (-
$/'$ 1&%&0+, )+1%./& - *&,. [+ ['+%+-+4. NNX
# &4 0-+*1+4% +2+*(A(&%1= (- )% 9 &4 )& 9G)+ ) (



# /1 # E1!'$%!"
4.1. . >465
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# -+0+)1%0+ /+ .1%(*+0-&

4.2. F >465
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(1%'+>-( ! 0</+4*=&%1= (),$*$1%'(%+'(,$ (1%'+>-.
0+:,+@*+ ['+$:0+)$%B9 *&/+1'&) 1%08&**+ (0%+'$:+0(0 B *( -+,/+*&*%(F | 7:4< 9 $G)'+;
432+ | %&, [+)-42A&*S= (), $*$1%'(%+( - -+,/+*& *0p(, 1 1 /++EB2 $*%&D&>1+09
0</+4*=2ES$F '+43 ['(04&*$&" 7$*%&'D&>1 dAXQRYPRX ; $4% +*1+4B" 7$*%&'D&>1 N # #;

11F+)*+& 1+1%+=*$&

(- &A%< | [+$:08)&%(.1%(*+0-( $+$- 1"

#, +,[+*&*%(, ! *(:*(A&*< 1++%0&%1%0.2E$& '+4% & 4 "9 &4 "$ G)'+"

L (@)+,. 18%80+,. $*%&'DE&>1L. -+,/+*&*% | (0%-+,(%$A &1-$ /'$10+8&*( +/'€&)&A& (=
'+4B 7*(*(A&*$&;

'$*(196'+>-& 1) &A= A&'&: —+*1+4B*+& [+)-42A&*$& 77&: NNX; '+4$ $*%&'D&>1+0 :()(*<
[+ +AA(*$2 $ +/'8)&A&*< 0 -+*D$6.(5$++ D(>4&  I$L(*$& '+4&> I'$0&)&*+ 0 %(?4$58&

(24$5( 8 J-14.(%(B$+*(= )+, & %(5$=

67 4<4F >6 P" Q

RSM RSM RSM-
/(04&*$&" &%B" &%B 0% % '&™=="
7 [(04&*$&"; 7 &Y%B 0*.%'&**==""; 7 8B O%.06 &M ==" -
'$,&A(*$=1

dXQ 9 dXQ 9 dXQ¥# 8 *+,&'( 18&%&0<F $*%&'D&>1408NA%$ /'$10($0(&,<& $, 0 /+58&11& .1%(*+0-$
# 1*%&D&>1. &%B"*(.'+0*& 1++%08&%1%0.&% *($,&0(*$& SZP"9 $*%&'D&>1. [(04&*$&" "ZPZWR RPX
$%&'D&>1. &%B 0*.9%'&**==" |PXRYS]Pr'9 $*%&'D&%B 0*.%'&**==" 8 1++%08&%1%0.&% $*%& D2XRY S]Pr'
[+)-42A&**+,. - 4. 9 $*%&'D&>1 &%B 0*.%'&**==" 8 1++%0&%1%0.&% $*%&'D&>1. |PXRYS]Pr" [+¥#42A&*
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'$ *(1%'+>-& 11)&4$= A&'&: dXQRYPRX /+)-42A&*$&T$4B:.&% 1= NNX; '+4$ $*%&'D&>1+0
*(*(A(R%1= 0 :(0$1$,+1%$ +% %+6+9 - -(-+,. *+,&'. $*%&'D&>1( 0 +/&'(5$+**+> 1$1%&,&
[+)-42A&* -(28&4B )4= *(1%'+>-$ 1)&4%$= 7)+ :(/.1-( -+(*)< * * + L $1(*$&
+48&> ['$08&)&*< 0 %(?4$5&

(24$5( 8 I$L(*$& '+4&> $*%&'D&>1+0 ! ['$ AXQRYPRX /+)-42A&*$$

4 67 4<4F >6 P" Q
4 <4F
>6 6" RSM RSM RSM-
dXQ /(04&*$&" &%B" &%6B 0" %' &**=="
7 1(048*$&"; 7 &%B 0*9%'&**=="; |7 &%B 0*%'&**==";
dXQ &%6B" [(04&*$&" &%6B 0*.%'&**=="
7 &%B 0*.%'&*=="; |7 [(04&*$&"; 7 8B O%.06 &M ==" -
dXQ# &%B" &%B 0*.%'&**==" /(04&*$&"
7 &%B 0*%'&**=="; |7 &%B 0*%'&**=="; |7 I'(04&*$&";
| </+A*&*< 18%&0<8 [+)-42A&*$= &@). ~+/+&*%($ | TIF&,( [+)-42A8*$>

$*06&'D&>1+0 | ['&)1%(04&*( *('$1.*-&
- 484> B 4 : 64F

0&)&*$= + (0%+,(%PA&1-$ 1+:)(0(&,<F /+14& .1%(*+8- 11)&4%$= A&%*<F :(/$1=F
[+4B:+0(%&4&> 1 I'(0(,$ (),$*$1%'(%+'( /+'=)-& 1,&* < $F /('(,&%'+0 (0%+'$:(5%$ /'$0&)&*< 0
[1# *(1%+=E&6+ ".-+0+)1%0(

- 1 4<4F F GHIB; :5 < @ 5

06&'D&>1 [+4B:+0(%&4&> 1)&A4A$= '&(A$:+0(* 0 D+ &-+,(*)*+> 1%'+-$ KLM +14&

(0%+'$:(5%$ *( :4(F 9 $G)'&/+4B:+0(%&4=, )+1%./*( -+*1+4B uZUQ 7-+*1+4B ;9
[+4B:+0(%&4=, 9 8 -+*1+4B NOPNQRSS 7-+*1+4B !:)&4%=;

KI'(0+A*(= $*D+,(53= [+ '&@A$:+0(**<, -+(*)(, -+* 1+4$ NOPNQRSS )+1%./%(
[+4B:+0(%&4=,% 9 7/+1481,&8*< *(:*(A&**<F $, 0 /'+5&11& .1%(*+0-$

1)&A4A%S= [+ ., +4A(*$2 /(+48&>; 4= ['+1,+%'( 01%'+&**+> 1/'(0+A*+> $*D+',(5$$ *( A1-+,
=:<-& *&+?F+)$,+ 0</+4*$%B -+,(*). 9*((*64%$>1-+, -+,(*). - $4$ ,



Syn0S-A> helpru
Examples:

COXPaHNTbL W NPUHATD BCE M3IMEHEHWA KOHGUrypauwm:
CE6pOCHTD BCE M3IMEHEHWA KOHOUrypauwm:

NMoKa3aTh Pa3HHUUY MEXAY HECOXPAHEHHOM M COXPAHEHHON KOHGUIypaunaMu:
C6poC HACTPOEK A0 3ABOACKMX:

IKCNOPT KOHPUrypauun B8 BuAE CNUCKA KOMAHA:

HMnopT KoWdMrypauwn, uvepes Gydep o6MeHa B BMAE KOMAHA:
flo6asuTb npasuno ainrpanchepa:

ypanute npasuno ainrpaxcéepa:

Nokasarb Bce npasuna AnA ainrpaxcdepa:

fo6aenTb nonb3osarens daWntpaxchepa:

ypanute nonbsosarens ainrpauwcoepa:

Ceasarb npasuno ¢ nonbsosarenedm ainrpauchepa:

Yaanute CBA3b Npasuna ¢ NONb3oBarenem:

NMokasarb BCex nonbsosareneit gainrpaxcoepa:

[(0+A*2 $*D+ (532 /+ +%)&4AB*<, -+,(*)(, +@*+ / +4. A$%B9 00&)= *&1-+4B-+
*(A(4B*<F 1$,0+44+0 -+,(*)< $ :()&>1%0+0(0 -4(0$T. . 3%+, 14.A(& /+4B:+0(%&42
+9%+2'(:$%1= 1++?E&*$& + %+,9 A%+ 00&)&**<& 1$/BHA%(04=2% 1+7+> *&-+"&-%*.2 -+ ,(*¥).
$ +%+?'(:=%1= 01& -+,(*)<9 *(A$*(2E$&1= *( 00&)&**<& 1$,0+4<

Syn0S-A> sy

Incorrect command.

Examples:

Create a syslog configuration slot for client mode:
Create a syslog configuration slot for server mode:

Create a syslog slot with configuration for relay mode:

Show available modes:

Syn0S-A> |

+148& *(?+'( -+,(*)<9 *&+?F+)$,+ :(/.1%$%B && 0</+4 *&*$&9 *(@(0 -4(0$T. .
4= %+6+9 A%+?< ['$*=%<& *(1%'+>-$ 01%./$4%$ 0 T84 ?F+)$, + :(D$-1$'+0(%B $F9 00&)=
-+,(%)-
+
+4*<> [Q'&QARKB -+,(*) 4= '(?+%< $: -+*1+4% NOPNQRSS $ $F *(H(A&*$& /'$0&)&* 0
I'$4+@&*$S  *(1%+=E&6+ )+-.,&*%(

4.3. + < @ 4 34F6@4> 6 @4 >

'+1,+%' $*D+',(5$$ + %&-.E&> 4$58*:$$ $ && .1%(*+0-( /'+$:0+)$%1= /+4B:+0(%&4=,$ 1
A&Y*+> :(/$1B2 $4%
C*(A&*$=/((,&%'+0 4$5&*:$$ $ $F 0+:,+@*<& *(A&*$ = /'$0&)&*< 0 /'$4+@&*$$ #
+ L +H4A(*$2  [+4B:+0(%&4=, )+1%./*( )&+ 4$5&* %= 1 +6'(*PA&**+>
D.*-53+*(4B*+1%B2f
;. A2A%f
/01 213456 ,

/7834189 213456 /: + <I=>1< 5
/?719<!13 @!<1 56 .A,



+,/78=B83C<DE 9F829<8B"3=C!:56 E F 1<> B8
3@kl
/78 F "456 /. ; GH89 <<|F8 F"45

# "V\DSRU 7 +).4$;
( KVYR 7 1%40%>; 1*+0%(= D.*5$+*(4B*+1%B 0 1&%&0+&@$.& $ '&@$.&
[+6'(,,*+6+ )$+)(" 7'&@$, \V\R";f

*+ [J2 <C3 K291 F B! H8B2 1F " 56 LMMM MN MN
* 132 8>8<C<| IK"291 F B! H8B 2 1 F"56 LNMM MN MN
/78 =B83C <D 1038> 89<+, 9F829< 8B"3=C! 56+,
*  *A [P<B34<19!"|(<8<>"56 M
¥  *A /P>"B34<19!"|(<8<>"5 6 M
)*, /P >"B34<8!>83 C!"298 "38289 82 M 8 N LQ56 M
)*, * *  [P>"B34<8!>83 CI"298 >3 I< 289< "38282M 3!
<I8R < C!<856 M
y*  * [P>"B34<8! >83 CI"298 8F! 2 88982M 3l<!
8R < C!<856 M
* /SITBU VF8=B83C<D+, 9F8 29<8B"3=C! 56+,

2; NJSRXYZPURY 7 &'&)(A( D(>4+0; |.*-5$+*(4B*+1%ES,& /&&)(A$ D(>4+0

*+ [J2 <C3 IK"29156 LMMM MN MN
*,,132 8>8<C < IK"29 156 LNMM MN MN

/78 =B83C <D 1 038> 89<+, 9F820< 8B"3=C! 56+,
) /P >" B 34<8! >83 CI"298 "8! <I< K F8 =B83C <D W
F <BIBX!1<CI<182M 8LYZ56 W
), [P >"B34<8! >83 C!"298 >3 I<289 F8 =B 83C<DN F <BIBX!

1<Clk182M 8LYZ56 N
0; MsZ[*sQRsr 7 '+0&'-( MKji; -%$0(5%= D.*-5$+*(4B* +1%$%$ /'+0&'-$ *( 1%+'+**&,
MKji 1&'0&'&f
*+ [J2 <C3 'K"29156 LMMM MN MN
* 132 8>8<C < K29 156 LNMM MN MN
, 1[O38> 89 <56 +,

) /P >" B 34<8! >83 C!"298 "8! <I<K F8 =B83C<DN
F <B!BX!I'1<Cl<182M 8LYZ56 N

6; Z[]]PXRWYZX]VP 71%%&6'(5%= jiM; -%$0(5$= D.*-5@H*+1%$ '(?+%< 1 jiM
$*+~k$_lf
*+ /32 <C3 K29 156 LMMM MN MN
* 132 8>8<C < IK"29 156 LNMM MN MN



, [[0O38> 89 <56 +,

) /P >" B 34<8! >83 C!"298 "8! <I<K F8 =B83C<DW
F <BIBX!'1<CI<182M 8LYZ56 W
'$,&A(*S =1

| *-5$+*(AB*+1%$ '(2+96< 1 jiM  $**$-1 0 )(*+> 0&'1$$ *& '&(4%:+0(*(p /('(,&%'< Z[J*]PXRWYZX]VP
0-42A&*< 0 1+1%(0 4$5&*:$%$ )4= /&'1/8-%$0*<F 0&'18)&4%$=
# 'S 1%(*+04&**<F *(A&*$=F /((,&%'+0 "$,/$10  ($0(2%1=,(-1$,(4B*<& *(A&*$=

); QI /$1+- $)&*%SD$-(%++0 .1%'+>1%0 | )4= (-  %$0(5$$ 4$58* $$f

*  [(F"8>\%] !"8956"_
¥, I(F"8>"! K<X <8B! 8956 "
"$,&A(*$ =1
'S +HSL(*$$ /((,&%'( “ZS*S]UX 0 1-+2-(F no A&'&: :(/1=%.2 1& &A$14=2%1= KK ()'&1( 1&%&O0<F -('%9
(-42A&**<& 0 -(0<A-3$"

# 'S 1+0/()&*$$S F+%= ?< +)*+6+ kjK ()'&1( 1&%&0+> -( '%< $: 1+1%(0( (//((%o*+>/4(%D+',< ! 1kjK
0'&1(,$9 .-(:(**<,$ 0 4$58*:$$9 +*( ,+@&% ?<%B (-%$0$'+0(*( 7/'$ .14+0$$ 0</+4*&*$= 01&F +1%(4B*<F %&?+0(*$>
4$58*:$$;

'S +HSL($S /((,&%'( URY]ZSU-SJUX 0 1-+?-(F no '@&&:(/=%.2 /& &A$14=2%1= 1&'$>*<& *+ &
(%&'$*1-$F /4(%9 :(-42A&**<& 0 -(0<A-$"

'$ 1+0/()&*$$ F+%= ?< +)*+6+ 1&'$>*+6+ *+,&'( /14(% < $: 1+1%(0( (//((%*+> /4(%D+',< | 1
1&'$>%<,$ *+,&'(,$9 -(:(**<,$ 0 4$5&*:$$9 +*(,+@& % ?<%B (-%$0$'+0(*( 7/'$ .14+0$$ 0</+4*&*$= 01&F%4B*<F
%'&?+0(*$> 4$5&*:$$;

4= +%+2' (@&*$= -'(%-+> $*D+,(5$$ + 4$5&*:$$ 14&).&% 0081%S$ -+,(*).

Syn0S—-A> license status
License: Valid till Forever, Filetransfer (no limit conn,no limit client(s)), Transport (256 slot(s),

include 256 diode slot(s)), Icap_check (1 conn)

"$,&A(*$&  '(%-(= $D+,(5%= + $1/+4B:.&+> 4$58*$$ +%+2(@( &%1= /'S (0%+'$:(55$
[+4B:+0(%&4&> 0 -+*1+4$ NOPNQRSS

4= +%+2 (@&*$= 4$5&*:$$ 0 0$)& %&-1%( 14&).&BE0O&(*).
: )



Syn0S-A> Tlicense show text
Printing your license:
core = date_from = 2000-01-01

date_till = 2100-01-01
min_synonym_version = ©
max_synonym_version = @
max_shell_operators_count = ©
filetransfer = date_from = 2000-01-01
date_till = 2100-01-01
max_connections = 0
max_clients = 0
transport = date_from = 2000-01-01
date_till = 2100-01-01
diode_mode_slots = ©
max_slots = ©
icap_check = date_from = 2000-01-01
date_till = 2100-01-01
max_connections = 1
api_integration =
date_till = 2100-01-01
max_connections = 3

date_from = 2000-01-01

Common parameters:
issuer = sales@it-bastion.com
customer =
name = Evaluation license

4= +%+?2'(@&*$= 4$5&*:$$ 0 €UVP PzZXJaR 14&).8%6$00&(t). 7/+-(:(* D'(6,&*%
'&:.4B%(%( &8& 0</+4*&*$=;

a

Syn0S-A> license show json
Printing your license:

"modules": {

"core": {
"date_from": "2000-01-01",
"blocked": false,
"date_till": "2100-01-01",
"min_synonym_version": @,
"max_synonym_version": @,
"max_shell_operators_count": ©

3,

"filetransfer": {
"date_from": "2000-01-01",
"blocked": false,
"date_till": "2100-01-01",
"max_connections": ©
"max_clients": ©

I

3,

"transport": {

$5&*:$= J+A@*( 7<%B .1%(*+04&*(*( 4< $
4= 1%(*+0-$ 4$5&*:$$ *&+7?F+)$,+f

-+*1+4% NOPNQRSS 0&1%$ -+,(*).

Syn0S-A> license add
Add license from user input.
Enter the license text (to complete the entry, use Ctrl+D):




#C

-+/$'+0(%B $: %&-1%+0+6+ D(>4( %&-1% 4$5&*:$8&J(&% 1= '(:'(?+%AS-+, 1)&4%=; $
019%(0$%B $: 2.D&'( +?,&*( 0 1%'+-. /'$64(T&*$=

4= ((0&'T&*$= *(@(%B] bc  +4@*+ [+=0$%1= 1++?E&*$& +? 1/&T*+ ['$,&*&**+>
4$5&*:$%

c(D$-1$'+0(%B $:,&*&*$= -+,(*)+>

28)$%B1= 0 -+"&-%*+1%$ .1%(*+0-$ 4$5&*:$$9 $1/+4B+,(*)< )4= && /+1,+%(
44. F 4489 4<4F
| 4 <4F TH#4 7U

(1%'+>-( $*%&'D&>1( &%B" '+$:0+)$%1= *( :4(F $ [+4B:+0(%&4=$ 1 A&%*+>
[(/$1B2 $4% 4= *(1%'+>-$ *&+?F+)$, +f
Mar1.  c()(%B ()'&1 /+4B:+0(%&4B1-+6+ $*%6&'D&>1( &%E1L$ /+)1&%$
" >3 1<2">8K "12 B" > F8"12

Syn0S—-A> net lan set ip 10.0.15.11 netmask 255.255.0.0

IP/Netmask has been changed to 10.0.15.11/16

Mlar2.  -(:(%B T42: [+ . +4A(*$2 [+4B:+0(%&4B1-+> 18%$ 7$%&'D&>1( &%B":

: G3D1 F8=B83C <D <2!HIK "2

Syn0S-A> net lan set gateway 10.0.0.1

Gateway has been changed to 10.0.0.1

Iar 3. ?28)$%B1l= 0 -+"&%*+1%$ O</+4*&**<F *(1%'+&- /[+4B0(%&4B1-+6+
$*%&'D&>1($ T42:(/+ ., +4A(*$2 /+4B:+0(%&4B1-+> 183$9 0</+4*3$0 -+,(*)<

Syn0S-A> net lan show ip
IP and netmask are 10.0.15.11/16

Syn0S-A> net lan show gateway
Gateway is 10.0.0.1

- 1 4<4F T.; 64 4U

(1%'+>-( $*%&'D&>1( /'(04&*$&" ['+$:0+)$%1=*(  :4(F 9 $ G)'& [+4B:+0(%&4=$
1 A&Y*+> :(/$1B2 $4% 4= *(1%'+>-$ *&+?2F+)$,+f
Mar1. c()(%B ()'&1 $*%&'D&>1( /'(04&*$&"$ ,(1-. /+)1&% $

""2 =F 931 B"> F8"12



Syn0S—-A> net management set ip 10.0.15.21 netmask 16
You changed setting for Management interfaces. Make sure setting are correct

IP/Netmask have been changed to 10.0.15.21/16
!'If you would like to access from different subnet please add route for management interface
MANUALLY! !

'$,&A(*$&  +14& 0</+4%&*$= -+,(N)< [+ :()(*$2 ()'&1( $*%&'D&>  1( 'ZPZWR'RPX *&+2F+)$,+
28)$%B1=9 A%+ *(1%'+>-$ 0&*<p )4= )+1%./( $: )46 /+)1&%$ *&+2F+)$,+ )+2(0$%B ,(T'.% )4= $*%&' D&Y
['(04&*$&" 0" A*2 +14& /'S &*&*$= *(1%'+& W&  ?2.&%1= [+0%+*+& /+)-42A&*$& 1 *+0<, ][ ('&1+,

Mar2.  -(:(%B T42: [+ ., +4A(*$2 $*%&'D&>1( /'(04&*$&"

<2I HIK" =F 93I< I

Syn0S-A> net management set gateway 10.0.0.1

Gateway has been changed to 10.0.0.1

Hlar 3. ?&)$%B1= 0 -+"&-%*+1%$ 0</+4*&**<F *(1%'+&-

Syn0S—-A> net management show ip
IP and netmask are 10.0.15.21/16

Syn0S-A> net management show gateway
Gatewa

$)&4%$ '&(4$:+0(*( *(1%'+>-( 1%(%$A&L-SF (T'.% +0 )4= $*%&D&>1+0 &%B" $
['(048*$&"

4= ['+1,+%'( (-%.(4B*<F 1%(%$A&1-$F ,(T'.%+0 /+4B :+0(%&4B1-+> 1&%$ *&+?F+)$,+
00&1%$ -+,(*).f

Syn0S-A> net lan show routes

net lan add route to 10.0.0.50/32 via 10.0.0.0
4= ['+1,+%'( (-%.(4B*<F 1%(%3$A&1-$F ,('T'.%+0 1&%3$./'(04&*$= *&+7?F+)$,+ 00&1%$
-+,(*).f

Syn0S-A> net management show routes
4= )+?(04&*$= 1%(%$A&L-+6+ ,(T'.%( )4= /+4B:+0(U81-+> 1&%$ *&+?F+)$,+ 00&1%$
-+,(%).f

Syn0S-A> net lan add route to 10.0.0.50 via 10.0.0.0

Added route to 10.0.0.50/32 via 10.0.0.0
4= )+2(048*$= 1%(%$A&L-+6+ ,('T'.%( )4= 18%$ /(B&*$= *&+?F+)$,+ 00&1%S -+,(*).f




Syn0S-A> net management add route to 10.0.0.51 via 10.0.0.0
Added route to 10.0.0.51/32 via 10.0.0.0

Syn0S—-A> net lan del route to 10.0.0.50 via 10.0.0.0
Remove: net lan add route to 10.0.0.50/32 via 10.0.0.0

4= )(48*$= 1%(%SA&L-+6+ (T .%( )4= 18&%$ ./'(04&$= *&+?F+)$,+ 00&1%$ -+,(*).f

A *

Syn0S—-A> net management del route to 10.0.0.51 via 10.0.0.0
Remove: net management add route to 10.0.0.51/32 via 10.0.0.0
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root@synonyx-A-90:~# ip route

default via 10.0.0.1 dev lan

10.0.0.0/16 dev lan proto kernel scope link src 10.6.15.11
192.0.2.0/30 dev interlink proto kernel scope link src 192.0.2.1

4= ['+1,+9%'( 1%(%SA&L-$F ,('T'.%+0 18%$ /'(04&*$= /+4B:+0(%&42 00&1%$
(%) f

root@synonyx-A-90:~# ip route show table management
default via 10.0.0.1 dev management
10.0.0.0/16 dev management proto kernel scope link src 10.0.15.21

local 10.0.15.21 dev management proto kernel scope host src 10.0.15.21
broadcast 10.0.255.255 dev management proto kernel scope link src 10.0.15.21
root@synonyx—A—90:~#|
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Syn0S-A> ntp show mode
| mode | ip | port | protocol |

| server | | - | -
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Syn0S-A> syslog show mode
| mode | ip | port | protocol |
| server | - | - | -

#, &'80+)0'8&@$, -4$&*%(

Syn0S-A> syslog set mode client
Syslog mode has been set to client

. &'&0+) 0'8&@$, 1&'0&(

, A
Syslog mode has been set to server
. &'&0+) 0'8&@$, '&%'(*14=%+(
, "ol F8 2 , o

Syn0S-A> syslog set mode remote ip 10.0.15.25 port 81 protocol tcp
Syslog mode has been set to remote

Syn0S—-A> syslog set mode remote ip 10.0.15.25 port 81
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(19 +&**+6+ [+ . +AA(*$29 [+14&)+0(%&AB*+ (0%+$H%B1=*( :4(F 9 $ G)'& [+4B:+0(%&4=,$

1 A&%*<,$ (/$1=,$ 70%+'$:(5%= /+4B:+0(%&4= ['+$:0+)$%1=
(0%+'$:+0(**<, [+4B:+0(%8&4&, 9 1.%&, 0</+4*&*$= -+ (*)< 9)(4&& 8 00+)+,
1++9%08%1%0.2E&6+ /(4844 A$%B /'(0( 1./&1+4B:+0(%&A4= 90</+4*$%B )&>1%0%$=f

-+ 1+43 0</+4%30 -+,(%). C AL * o4& $

148 9 ['+1,+%'&%B D(>4 @."*(4(

Syn0S-A> super
Password:
:~$ sudo -i
[sudo] password for syn-super:
root@synonyx—A-90:~#
root@synonyx-A-90:~# tail —f /var/log/synonym/synonym
Aug 10 18:49:55 synonym-C syslog-ng[3809]: Error opening file for writing; filename='/var/log/error’,

error='Read-only file system (30)°

Aug 10 18:49:55 synonym-C syslog-ng[3809]: Error opening file for writing; filename='/var/log/daemon.1l
og', error='Read-only file system (30)'

Aug 10 18:49:55 synonym-C syslog-ng[3809]: Error opening file for writing; filename='/var/log/user.log
', error='Read-only file system (30)'

Aug 10 18:49:55 synonym-C syslog-ng[3809]: Error opening file for writing; filename='/var/log/messages
', error='Read-only file system (30)'
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Syn0S-A> transport show slots
transport set slot 1 protocol tcp mode collect ip 10.6.15.11 port 4O0O

transport set slot 2 protocol udp mode collect ip 10.0.15.11 port 5000
transport diode set slot 3 protocol tcp mode collect ip 10.0.15.11 port 80
transport diode set slot 4 protocol udp mode collect ip 10.0.15.11 port 514

4= ['+1,+%'( $*D+',(5$$ + -+*-'&%*+, 14+%&9 *&+?F+ )$,+ 0</+4*$%B -+,(*).f
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Syn0S-A> transport show slot 1

transport set slot 1 protocol tcp mode collect ip 10.0.15.11 port 4000

[ - >4 46

4= :()&>1%0+0(*$= 14+%( 0 '&@$,& XYZPU[VYXBAKBE SVSSRSX 7/'$*$,(2E(= 1%+ +*(;
00&1%$ -+,(*).f

Syn0S-A> transport set slot 1 protocol tcp mode collect ip 10.0.15.11 port 4EEO

Created transport set slot 1 protocol tcp mode collect ip 10.0.15.11 port U4O0O

c()&>1%0+0(%B 14+% 0'&@$,& XYZPU[VYX" ORWEQZIOER 71%++*( 8 $1%+A*$- 1&'&)(A$

-+,(*)+>f
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SynOS—B> transport set slot 1 protocol tcp mode exchange ip 172.17.1.2 port UO0O

Created transport set slot 1 protocol tcp mode exchange ip 172.17.1.2 port U00©
4= :()&>1%0+0(*$= 14+%( 0 '&@%$,& \VIR" 0 -(A&I&6EVSSRSX 7/'$*$,(2E(= 1%++*(;
0081%S$ -+,(*).f
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Syn0S—-A> transport set slot 2 protocol udp mode collect ip 10.0.15.11 port 56000

Created transport set slot 2 protocol udp mode collect ip 10.0.15.11 port 5000

c(&>1%0+0(%B 14+% 0 '&@$,& \V\R" 0 -(A&1%0ZPRMRQ1%++*( 8 $1%+A*$- /&'&)(AS;
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Syn0S-B> transport set slot 2 protocol udp mode exchange ip 172.17.1.2 port 5000

Created transport set slot 2 protocol udp mode exchange ip 172.17.1.2 port 5000

4= 1%(*+0-$ ,&%-$ 14+%( 0</+4*$%B -+,(*).f
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-4(0$T. dPXRYO /+14& A&6+ :()&>1%0+0(%B -4(0$FHKXY

Syn0S-A> transport set slot 1 description
Enter description for slot 1 (to end an input press Ctrl+D):slotl

Description saved. Don't forget to commit the changes.

4= +%+?' (@&*$= ,&%6-$ —+*-'8Y6*+6+ 14+96( 0</+4*$%E2).f

Syn0S-A> transport show slot 1 description
transport set slot 1 protocol tcp mode collect ip 10.0.15.11 port 4000 (slotl)

4= +%+?'(@&*$= ,&%+- 01&F 14+%+0 0</+4*$%B -+f(*).

Syn0S-A> transport show slots description
transport set slot 1 protocol tcp mode collect ip 10.0.15.11 port 4000 (slotl)

transport set slot 2 protocol udp mode collect ip 10.0.15.11 port 5000 (no description)
transport diode set slot 3 protocol tcp mode collect ip 10.0.15.11 port 80 (no description)
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root@synonyx-A-90:~# systemctl status transport@x
transport@slot_3.service - Transport service per tunnels
Loaded: loaded (/lib/systemd/system/transport@.service; enabled; vendor preset: enabled)
Active: since Wed 202U4-08-14 16:08:28 MSK; 5 days ago
Process: 895 ExecStartPre=/opt/synonym/bin/syn_login_service start transport@ (code=exited, status=0
Main PID: 914 (socat)
Tasks: 1 (limit: 2314)
Memory: 684.0K
CGroup: /system.slice/system-transport.slice/transport@slot_3.service
L-914 /usr/bin/socat -u -d -d TCP-LISTEN:80,fork,reuseaddr,bind=10.6.15.11 UDP-SENDT0:192.0

Warning: Journal has been rotated since unit was started. Log output is incomplete or unavailable.

transport@slot_l.service - Transport service per tunnels

Loaded: loaded (/lib/systemd/system/transport@.service; enabled; vendor preset: enabled)

Active: since Wed 2024-08-14 16:08:28 MSK; 5 days ago
Process: 894 ExecStartPre:/opt/synonym/bin/syn_login_service start transport@ (code:exited, status=0
Main PID: 913 (socat)

Tasks: 1 (limit: 2314)

Memory: 620.0K

CGroup: /system.slice/system-transport.slice/transport@slot_1.service

L-913 /usr/bin/socat -d -d TCP-LISTEN:U000,fork,reuseaddr,bind=10.0.15.11 TCP:192.0.2.2:200

Warning: Journal has been rotated since unit was started. Log output is incomplete or unavailable.
transport@slot_2.service - Transport service per tunnels
Loaded: loaded (/lib/systemd/system/transport@.service; enabled; vendor preset: enabled)
Active: since Wed 2024-08-14 16:08:28 MSK; 5 days ago
Process: 897 ExecStartPre=/opt/synonym/bin/syn_login_service start transport@ (code=exited, status=0
Main PID: 916 (socat)
Tasks: 1 (limit: 2314)
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Syn0S-A> monitor transport-connection

Syn0S-A> |
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Syn0S-B> filetransfer add ssh_key user_test_B

Set public keys for filetransfer user from input
Enter Keys on OpenSSH pub key format(to complete the entry, use Ctrl+D):

+9608% *( /'$64(T&*$& 1$1%&,< 14&).&% 01%(0$NB(A%6&4B*+ 168*&'$+0(**<> NNXx
-42A $ *(@(%B KXYS,h9 /+14& A&6+ 1+F'(*$%B 0*8A & &*&*$= -+,(*)+>  +

ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQDEpqpPzYtGgIYj3ujKgp9nxV6/Ehe7koJMTepM5bn/U8UdtqASQanCIiitU17TZX
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