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PeweHune Wallix AdminBastion nonyuuno ceptucdukar ANSSI First Level Security
(CSPN)

Wallix AdminBastion — amo nepeoe peweHue 0511 MOHUMOpPUHaa U yripasneHus rnpusuneaupo8aHHbIMU
ronb308amerisiMu, KOMopPoe cepmugbuyUPO8aHO hpaHUy3CcKUM HayuoHanbHbIM a2eHmcmeom o
3awume uHgopmMayuoHHbIx cucmem (ANSSI).

Mapux, 26 HoAGpsa 2013 r.: WALLIX, eBponenckuii nugep B TEXHOMOMUAX OTCIEXMBAHUSA U
yrnpaBneHns NpuBUIErMpoBaHHbIMU MoNb3oBaTensMmn, obbsasuna o ToM, YTo pewieHve Wallix
AdminBastion (WAB) nonyuyuno ceptudumkat First Level Security (CSPN) B kateropum
«MpenTudpmkaumsa, ceptudukauua n koHTponb goctynax (ldentification, certification and access
control), onpegeneHHonm  dpaHuy3ckum  HauumoHanbHbIM ~ a@reHTCTBOM MO 3awuTe
WHOPMALMOHHbBIX CUCTEM.

AreHtctBo ANSSI BbigaeTt ceptudukat CSPN no pesynbTatam npoBepku, MpPOBOAUMON
aBTOPU30BaHHbLIM LLEHTPOM. YTOObI NonyynTb cepTudurkaT, pelleHme JOMKHO YCNeLwWwHO NponTu
TECTUPOBaHME Ha YA3BMMOCTM W COOTBETCTBME KpunTorpadmyeckmx MoAynen KoHuenuuu
ANSSI General Security Framework (RGS), gaBndtwowenca pe-gakto craHgaptoMm Ans
rocyypexxgeHun.

Onsa  WNT-gpupektopoB, pykoBoAWUTeNnen OTAernoB MO ynpasreHuio  MHMOOPMaLMOHHOM
OGesonacHocTblo/pyckamn 1 cootBeTcTBueM  ceptucdukat CSPN  cnyxuT  BeCOMbIM
noagTBepXOeHMeM TOro, YTO OHW BbIOMpalT Haunydwee pelleHne U3 MHOXEeCTBa
npencTaBreHHbIX Ha pbiHKe. Bbibupasa peweHue ¢ ceptudpmkatom CSPN, oHM MoryT ObiTb
yBEpeHbl, 4YTO OHO COOTBETCTBYeT CTaHOapTaM, YCTaHOBMEHHbIM MPOU3BOAUTENAMU U
He3aBMCUMbIMU OpraHn3aLnsamu.

B Haww pgHm knbepnpecTtynHocTb HabupaeT obopoTel. Xakepbl AEWCTBYHOT Bce Oonee
N3OLLPEHHO, 3a4acTyl0 UCMOMNb3ysi MHCaWZepcky uHdopmauunio. MIMEHHO MO3TOMY CerofHs
KOMMNaHUAM 1 OpraHM3aLmsaM Kak HUKOrga npexae HyxxHbl apekTUBHbIE CpeacTBa ynpaBneHns
N KOHTpONSA [ocTyna MnpuBUIErMPOBaHHbIX MOMb3oBaTenen K MHPOPMALMOHHBIM CUCTEMAM.
[MpvBMNErMpoBaHHbIMK NOMb3oBaTENAMU MOrYyT ObiTb aAMUHUCTPATOPbl (BHYTPEHHWE WNK
BHELLUHME MOCTaBLUMKM YCNyr), agMUHUCTpaTopbl 6a3 AaHHbIX, pa3paboTyuku, pykoBOAUTENM
MPOEKTOB UMM oOnepaTtopbl, NpefoCTaBhslolLMe CpeacTtBa  yAaneHHOro YnpaBreHus unu
3aHMMatowmecs obenyxusaHuem WT-cuctem (ceten, obopyaoBaHua Ans obecneyeHus
6esonacHocTn, npunoxeHun, Takux kak SAP, Oracle, HRIS, CRM, cduHaHCOBbIX NMakeToB U
obnayHbix peweHun, Hanpumep VMware n VSphere).

YnpaBneHue kopnopaTtuBHou WT-MHMpacTpyKTypon Bcerga COMpPSXXeHO C puckamu, KoTopble
CBSA3aHbl C AOCTYNOM COTPYAHWKOB/NOOPAOYMKOB K KOHUAEHLUManbHbIM AaHHbIM (cbon B
paboTe cucTeMm, yTeuka AaHHbIX, XULEeHne UHopmaLlmm, MoleHHnYecTBo). OTBETOM Ha poOCT
3TMX Yrpo3 cTano nosiBfieHMe MHOXeCTBa HOpMaTMBHbIX CTaHA4apToB, Takux kak ARJEL, Basel,
SOX n PCIDSS, a Takke 3akoHogaTelbHbIX HOPM B cdepe ynpaBneHus nepcoHanbHbIMU



OaHHbIMU O 300pOBbe, Takux kak ppaHuy3sckmin 3akoH Ne 2002-303. BcTaeT BOMPOC: Kak ke
obecrneynTb COOTBETCTBME BCEM 3TUM pa3HOobpasHbIM TpeboBaHNAM?
UToObl 3anMTUTL AaHHble U 06ecnevnTb COOTBETCTBME CTaHAapTam, KOMNaHUM OOMKHbI UMETb

B CBOEM apceHane AencTBuUTeNnbHO 3((eKkTMBHblE pelleHns, — O0CoBeHHO Te, KoTopble
cepTUdUUMPOBaAHbLI  OpraHu3aunamu, nNPOBOASLLMMUM  OLEHKY CUCTEM 3aluTbl  JaHHbIX,
Hanpumep ANSSI.

Komnanua WALLIX gaBngetca paspabotumkom Wallix AdminBastion — BbICOKOHagexXHOM

nnatopmbl yrnpaBneHus NpuBUIErMpoBaHHbLIMU Nonb3oBaTeNnsaMn. ATo pelleHne He Tpebyet
YCTaHOBKM areHToB W npepgnaraetcs B BuAe NPOrpamMMHOro naketa unu yctpouctea. OHO
UCKITIOMUTENBbHO MPOCTO M yAoBHO B passepTbiBaHuM K ynpasneHuun. Wallix AdminBastion
No3BONSIET OTCNEXMBaTb [JOCTYN Kak BHYTPEHHUX MoNb3oBaTeNner, TakK W  BHELHUX
nocraswumkoB ycnyr kK UT-cuctemam. Mpn HeOBXOAMMOCTU agMUHUCTPATOP MOXET 3anucaTb
ceaHC MpMBUMErNMPOBAHHOIO nonb3oBaTend Ans nocrnegywwero npocMmotpa (C  Lenbto
NPOXOXAeHns  ayauTa, ynpaBleHUs  MHUMAEeHTaMK,  yCTpaHeHus  Henomnagok  wunu
nporHosupoBaHus). Takum obpasom, pewweHne WAB cnyxuT cBoero poga «CMCTEMON OXpaHbl»
BaLUMX UHPOPMALMOHHbBIX CUCTEM.

«Mbi1 padbl 06bsI8UMB, MO Hawe peweHue rnony4uno cepmugukam First Level Security. Mbi
npodenanu 6onbwyro pabomy, ymobbl yrnydwums yHKyuu besonacHocmu Hawezo npodykma
u obecrnieyumb ux coomeemcmeue pekomeHOauusm ANSSI. [MonydyeHue cepmuchukama
Aensgemcs  ceudemesilbCm8oM 8bICOKO20 Kadecmea U HalexHocmu Hauwez2o peuweHus.
Bakasyuku, ucnonb3yrouue Wallix AdminBastion, mo2ym 6bimb yeepeHbl 8 mom, 4ymo coenasnu
npasunbHbIl 8bibop, — 3asieun CEO u ocHoeamenb komnaHuu Wallix XKaH-Hoanb de anb3aH
(Jean-Noél de Galzain). — Mbr cmpemumcs co3damb ammocghepy 0Oosepus 80
83aUMOOMHOWEHUSIX ¢ 3akas3dukamu u napmHepamu. PewerHue Wallix AdminBastion moxem
nomMoyb Ham 8 docmuxXKeHuu smou uyesnu, eedb OHO crlocobHO obecrieyums coepeMeHHbIM U T-
OopeaHu3ayusiM  Maccy UEHHbIX [peuMyujecms, U, KPOMe moa20, mernepb OHO
cepmuchbuyuposaHo sedyuiel opeaHusayuel 8 cghepe UT-6eszonacHocmuy.

O komnaHum Wallix

Komnanna WALLIX — 3710 eBponevckun nugep B cdepe  TexXHONormm
MHopMaUnoHHon 6GesonacHocTn. Mbl  00beauHUNIM  TpM  OCHOBHBIX obBnacTu
ynpaBfeHus  MNpuMBUIIErMPOBAHHBIMKM  MNONb30OBaTENAMM  (ynNpaBreHue naponsamu,
KOHTPONb A0CTyna v OyHKLMM OTCIEXMBaHUA) B eguHoe, yaobHoe B pasBepTbiBaHUM
peweHne — Wallix AdminBastion (WAB).



OuncTtpubbrotopckas cetb WALLIX oxBaTbiBaeT ctpaHbl EBponbl, BnivkHero BocToka,
Adpukn n CesepHon Amepukn. MNMpoayktel WALLIX npusBaHbl NOMOYb COBPEMEHHBLIM
opraHmsaumam wm3 pasHblX oTpacner obecneynTb BbINOSIHEHME CaMbIX pPa3sHbIX
HopmaTuBHbIX TpeboBaHun. [lpeactaButensctBa WALLIX oTKpbiTel BO ®paHumm,
Benukobputanmm n CLUA, a knveHTCKas ayguTopus KOMMNaHWW OXBaTblBAaeT BECb
3eMHON wap.

WALLIX gBnseTcs npu3HaHHbIM WMHHOBaTOpoM B cBoen obnactu. 3a roabl paboThbl
KOMMNaHus yaocTomnacb MHOXecTBa cepTudukaTtoB M Harpag, B ToM uyucne Oseo
Excellence, Systematic Paris-Region Systems un ICT Cluster Champion, a Takxe ctana
nobegutenem nporpammbl PM'UP pernona Unb-ge-®paHc (nporpamma nogaepxkm 200
SME-komnaHui ¢ Hanbonee BbICOKMM TEXHOMOrMYeckum noteHumanom). logaepxky
KOMMaHMUM OCYLLECTBIAT UHBECTULMOHHbIEe (poHabl Access2Net, Sopromec, Auriga
Partners, TDH, a Takke dpaHuy3ckun rocygapctBeHHbln ooHa FSN (Fond national
pour la Societe Numerique).

www.wallix.com



